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Medidata’s updated GDPR Data Processing
Exhibit (DPE) with the EC’s new Standard
Contractual Clauses (SCCs)

Medidata is pleased to provide its updated Data Processing Exhibit (DPE),
incorporating the European Commission’s recently approved Standard
Contractual Clauses (SCCs). The SCCs have long been an important legal
means to transfer your personal data from the EEA to Medidata’s US-based
hosting. The new SCCs build on existing GDPR data protections by requiring
Trial Impact Assessments (TIAs) by both Medidata and our customers, as well
as the use of “additional safeguards” for sensitive data. Our new DPE meets
these requirements, while continuing to track all of the GDPR’s requirements
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How our DPE addresses the GDPR and new SCCs requirements
The below chart demonstrates how our DPE addresses GDPR and SCC requirements for our services to you.

GDPR Topic Medidata’s DPE

Art. 28(3) Subject-matter, duration, nature and purpose of the processing Sec. 2.1-2.3

Art. 28(3) Type of personal data, categories of data subjects Sec. 2.4

Art. 28(3)(a) Processing only on controller’s instructions Sec. 3.1, 3.3

Art. 28(3)(b) Personnel authorized to process data are bound to confidentiality obligations Sec. 3.4

Art. 28(3)(c) Taking measures required by Article 32 (security) Sec. 4.1

Art. 28(3)(d) General authorization for engaging subprocessors Sec. 5.1
Art. 28(3)(e) Assisting controller with appropriate technical and organizational measures,

insofar as possible, with controller’s data subject request responsibilities
Sec. 6

Art. 28(3)(f) Assisting controller in ensuring compliance with Art. 32 (security) Sec. 4.3, 10.2
Art. 28(3)(f) Assisting controller in ensuring compliance with Art. 33

(breach notification to supervisory authority)
Sec. 7.2

Art. 28(3)(f) Assisting controller in ensuring compliance with Art. 35 (DPIA) Sec. 7.1

Art. 28(3)(f) Assisting controller in ensuring compliance with Art. 34
(communicating breach to data subjects)

Sec. 7.2-7.3

Art. 28(3)(g) Deletion or return of personal data Sec. 8
Art. 28(3)(h) Making available information to demonstrate compliance with

Article 28, including inspections and audits
Sec. 9

SCC Clause
8.7

“Additional safeguards” applied by the data importer where the transfer involves
sensitive data

Attachment B

Art. 46(2)(c) Appropriate safeguard for data transfer by means of standard data protectionAttA 7.2Ѕ Mǀ
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